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~WE ENABLE, MONITOR & MANAGE
ENCRYPTED NETWORKS

ENABLE MONITOR MANAGE

Tectia™ SSH CryptoAuditor™ Universal SSH Key
Manager™
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WHAT DOES ACCESS HAVE TO DO WITH SSH? EVERYTHING

@ Cloud

Supply
Chain/Third|
Party Access

On
Premise
Access

! Access
&




HOW HACKERS
TAKE OVER YOUR SECURE SHELL ENVIRONMENT

No user key restrictions!
* move or copy private keys

20 years of unmanaged SSH ﬁ 0
v

* No expiration date

No explicit association between
a private key and an identity

What governance? — key
creation, tracking and removal
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HOW HACKERS

TAKE OVER YOUR SECURE SHELL ENVIRONMENT

What you really have

Produ(tioj\ Servers Testing Er!\!ironmem

User Logs In to User Accesses

Server Via Jump Server & Uploads
Host Public Key

First Log In Qgﬂqi :'V> ggg

Subsequent User Bypases the Jump
Log Ins Host and Internal Security
Controls Using the SSH Key

Unwanted Trust

" ssh
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1. Development to production
2. Bypassing security controls

3. Unmanageable mesh of trust
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Universal SSH Key Manager
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» Hosts, Users,
SSH Keys and
Trust-
Relationships
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 Logins and
Key Usage

» Unauthorized
Operations

SSH Communications Security

*Relocate Keys ¢ Remove

and Lock Down Obsolete Keys

Servers

A

%

«Automate Life
Cycle and
Management of
Your SSH



UNIVERSAL SSH KEY MANAGER ARCHITECTURE

Key Manager System
Management
Back-end database Back-end
Group

Front End

Production Server Networks
(Agentless Management)

User Portal E‘F" |

Agentless |
Management
Connections

Testing Environment
(Agentless Management)

GUIand API
Connections

Agent-based
Management
Connections

Admin Workstations

Workstation networks
(LDAP authentication support)

(Agent-based Management)

SSH Communications Security

Authorization
Requests

LDAP Users

Servers and network devices
(Mixed Management Methods)

ssh.w”



THE RISK VS. REWARD IN POLICIES, REMEDIATION AND ROTATION
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Success Case #1
Global Bank




UNIVERSAL SSH KEY MANAGER - LIVE DEMO

Browser to Universal SSH
Key Manager Admin GUI

~

This is Me

Linux servers in two segments: Production and Development
Various users including root

SSH Communications Security









THE PARADOX: BLINDED BY ENCRYPTION

CryptoAuditor
Privileged Access Monitoring

Tablet

Employees
Contractors

Partners

Workstation

>




CRYPTOAUDITOR -DISTRIBUTED IN-LINE MONITORING,

CENTRALIZED VISIBILITY AND POLICY ENFORCEMENT

i

£

3 Party Users and On-premise Internal Admins and
Automated processe Datacenter Business Users
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Transparent Strong Audit
: Encrypted Integrate Manage
Agenﬂess Authent|Cate Trgfﬁc g g
- | -

-Installs in hrs, *Combined )\ i oot S5| | Send visible  + Real Time

inline virtual a‘?t‘;]efz/i%”g%: RDP, SFTP traffic to DLP, Actions, Alerts and
appliance VSV' D, °Central Forensic DS, AV, Reporting
*Bastion or eeurs, Video repository ~ SIEM...

transparent Certificates...

modes *Usermapping
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Success Case #2
inancial Institution

Multiple Data Centers

Many third party vendors and internal
administrators

No ability to monitor their remote
connections nor encrypted traffic
content

Must be PCI-DSS compliant



CRYPTOAUDITOR -LIVE DEMO

CryptoAuditor
Vault+Hound

— Encrypted :@

This is Me RDP/TLS and SSH

Transparent monitoring of remote terminal SSH access

SSH Communications Security



FILLING THE GAPS IN YOUR PAM

Access Management IAM
\ Fewars |\ m
IDS X.509 PKI
________ DLP AD Bridging

SIEM /
Log management

App-level security

Policies & Practices

23 1 giugno 2016 SSH Communica tions Security sshui”



POLL #1

What is your biggest concern regarding privileged access and
encrypted data flows?

Monitoring and control of cloud access
Monitoring and control of internal admins?
Monitoring and control of 3" party/ vendor access
Monitoring and control of automated M2M access

Inspection of encrypted incoming/ outgoing sessions and
content

a0~



POLL #2

Where am | with my environment

1. I have tools in place that meet all my current and near term
requirements

2. | have tools in place, but those do not address all the new
needs | have

3. | don’t have such tools in place, and there is no immediate
need either

4. 1 don’t have such tools in place and I'm searching for one.






Try for yourself!

www.cryptoauditordemo.com

www.ukmdemo.com



 Be proactive! Download the free trial
versions of Universal SSH Key
Manager and CryptoAuditor

* Create a Project or use the flow of an
existing project

« Contact Us or our partners

INTERNAL | SSH Communications Security
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