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GREAT: ELITE THREAT RESEARCH 

•  Global Research and Analysis Team, since 2008  
•  Threat intelligence, research and innovation leadership 
•  Focus: APTs, critical infrastructure threats, banking threats, 

sophisticated targeted attacks 



IN 2014…WE PREDICTED AND WE WERE RIGHT 



THEY STARTED OPERATIONS WORLDWIDE 



CASES 2015-2016 

-  CARBANAK 2.0 

-  METEL (RUSSIAN BANKS) 

-  GCMAN (MOSTLY RUSSIAN BANKS) 

-  CARBANAK 2.0 (WORLDWIDE) 

-  UNKNOWN (BANGLADESH) 
 



SPEARFISHING – STILL NUMBER 1 



LEGITIMATE TOOLS 

-  PUTTY (WHITELISTED) 

-  VNC 

-  METERPRETER(IN POWERSHELL) 

-  AMMY  

-  MIMIKATZ (IN POWERSHELL) 
 



MONEY EXFILTRATION 

-  ONLINE BANKING 

-  E-PAYMENT SYSTEMS 

-  INFLATING ACCOUNT BALANCES 

-  DATABASE MANIPULATION 

-  CONTROLLING ATM’S 
 



CARBANAK 2.0 

•  Attacks in budget deps  
•  Change registration data of shareholders' 

in depository 





METEL – TRANSACTIONS ROLLBACK 



GCMAN – 200$ PER MINUTE AUTOSCRIPT 



200 USD PER MINUTE 

1
3 



1.5 YEARS 

•  70 internal hosts 

•  56 accounts 

•  139 attack sources: 

TOR and home routers 
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ATM INFECTOR 



ATM INFECTOR –XFS SERVICE PATCH 



ATM INFECTOR – SPISERVICE PATCHED 



ATM INFECTOR –MAGIC CARD 

CARD 1 – INTERFACE COMMANDS 

CARD 2 – TRACK 2 HARDCODED 
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